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11 SEP 1964 
MEMORANDUM FOR: Deputy Director of Finance 


Pat: 


Ag we discussed on the teleshone, I am returning tie 
package dealing with the safeguarding of confidential tunds and the special 
screening of principal custodians, We have tried ¢ur hand at drafting letters 
to Finance Officers who have become custodians aud ethers such as Chiefs 
of Stetion who become custodians by virtue of tscuswbency ih @ particular 
position. We have tried to accentuate the positive and may be laying it on 
little thick; but, among other things, we want te educate the custodian who 
ig not a Finance Officer in the responsitilfties which are his by . 
The letter to the Finance Officer, on the other hand, is more in the form €/ 
a reminder. 


In addition to the letters there are at least two other 
parts to the problem: 


a. We need a system, waich I belleve you 
have already started, for the particularly caraiul serutiny fer people 
of the Finance Career Service who exe selected for assignment to 
positions requiring that they be custodians of funds, andj 


b. We need a system for carefully scrutinizin: 
people who become custodians of funds by virtu: of their incumbency 3: 
@ particular position. In most of these cases, the most we cen hepe fe: 
is that we might be alerted to a bad risk. If tie risk were bad encugh, 
we probably could influence the assignment, 


Probleme of selection are loay-range and will requl-e 
continuing cooperation with the operating components over the years. The 
letters we can complete and start using now. After you have had a chance to 
work over the attachad drafts, you may went to chat shout this sorae moreor 
simply resubmit them tf you prefer. 
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SECRET, 


As I see it, there are at least four parts to this problem: 


a. We need a system for the particularly careful scrutiny of people 
from the Finance Career Service who are selected for assignment to 
positions requiring that they be custodians of funds. 


b. We need a letter similar to the attached but which is addressed 
to the Finance Officer in particular. 


c. We need a system for carefully scrutinizing people who become 
custodians of funds by virtue of incumbency in a particular position, 
such as Chiefs of Station. In most cases we wouldn't be able to change 
the assignment, but we might at least be alerted to a bad risk, and if 
the risk were bad enough, it might be used to influence the assignment. 


d. We need a letter to these Kinds of people which recognizes that 
they are only custodians by accident of position but, nevertheless, 
impresses upon them the gravity of their responsibility. 


The review and selection of Finance Officers is something that can be 
accomplished within the framework of the Career Service, and 1 gather from 
one of the Fuch’s memos attached that they have already taken steps to get 
such a procedure started, The screening of Chiefs of Station and others 
who become custodians of funds because of the job they are given will be a 
pretty sensitive procedure and can only be accomplished, obviously, with 
the wholehearted support of the DD/P and will have to be worked out 
separately. As for the letters, I have attached a couple of drafts for your 
consideration. Zs afnad thay Pay ay 0? ong a AStle ther? 
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DRAFT: VRT:jbb (1U Aug 64) 


Mr. John @ Doe 
Official Custodian 
Blank Station 
Dear Mr. Doe: 

After careful evaluation of your qualifications and character, you have 
been appointed official custodian of funds at Blank Station which is a posi- 
tion of special trust. The sensitive nature of the KUBARK mission compels 
us to utilize special financial and funding arrangements which do not in all 
instances lend themselves to controls normally applied to the handling of 
ODYOKE funds. The special financial authorities granted to KUBARK piace 
exceptional responsibilities on those who are charged with the execution 
of these special arrangements. The standards under which we must operate in 
the conduct of our personal as well as official activities must be exemplary. 

KUBARK publications, particularly| __jestablishea the standards of 
conduct applicable to employees generally. Because of your position of speciai 
trust you must not only adhere to the general standards stated, but you must 
apply the strictest interpretation to prohibitions against such things as 


excessive drinking or the use of narcotics, Spunarae personal Financial 


+eé are Te Lid Ae 


Lobe 


activities and the like. It is expected fee ae OP fictal custodian of funds 
you will not frequent gambling establishments or engage in gambling activities 
of any type or amount. 

| Custodians of funds sometimes find themselves In serious difficulty, not 
because of dishonesty or intent to misuse ODYOKE funds, but because they were 
careless or rationalized the use of official funds for unapproved purposes. 
The co-mingling of official and personal funds is a hazard which you must 
avoid. Official funds must be kept separate under proper controls and safe- 


guards which have been communicated to you elsewhere. Advances of funds for 
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other than clearly authorized operational or administrative purposes is another 
source of trouble you mist avoid. If there is any doubt on this score, you 
should cable or write Headquarters for instructions. Exchanging funds or ob- 
taining foreign exchange at advantageous rates for personal use is another 
pitfall. Again, if the action you are taking is not clearly authorized by 

the regulations or specific instructions from Headquarters, you should request 
instructions from Headquarters. Under no circumstances should you make advances 
of funds to yourself, whether operational or administrative without the specific 
approval of the Chief of Station or his designated representative. 

There are many other pitfalls in the handling of cash accounts, including 
refunds of advances or expenses, or rebates on purchases, but it is not the 
purpose of this memorandum to cite them all or to tell you what you should 
do about each case. Rather, it is our purpose here to remind you that any 
laxity in the safekeeping and control of funds or any seemingly personal or 
unapproved use of funds is inconsistent with the special responsibilities 
placed upon you in the necessarily unorthodox financing of KUBARK opcrations 
and, thereforg can™not be excused. We remind you again that you have been 
assigned to this position because you enjoy the trust and confidence of 
KUBARK officials. This memorandum is an extra precaution to guard against 
errors of omission or ill-advised use of official funds. When in doubt, 
communicate with Headquarters for instructions. Generally such things as 
obtaining or exchanging foreign funds, cashing of checks, and other personal 


financial transactions can be worked out to meet the need of Station personnel. 


| 


No 


5X1 
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DRAFT: VRE: job (34 Aug 64) 


Mr. John @. Doe 
Officiel Cuetodian 
Blank Station 
Dear Mr. Doe: 

After careful evaluation of your qualifications and character, you have 
been appointed official custodian of funds at Blank Station which is a posi- 
tion of special trust. The sensitive nature of the KUBARK mission coupels 
us to utilise special financial and funcing arrengements which do not io all 
instances lend themselves to controls nernally epplied to the handling of 
ODYOKE funds. ‘he special financial authoritie: granted to KUBARK piece 
exceptional responsibilities on those who are charged with the execution 
of these special arrangements. The standards umder which ve must operate in 
the conduct of our personel as well as official activities must be exemplary. 

KUBARK publications, particulerl{ | established the standards of 


conduct applicable to employees generally. Beonuse of your position of specia) 


trust you must not only adhere to the general stendards stated, but you amet 
apply the strictest interpretation to prohibitions against such things as 
excessive drinking or the use of narcoties, imprudent personal financial 


activities and the like. It is expecved that ace official custodian of funds 


you will net frequent gambling astablishments or angage in gambling ettivities 


of any type or amount. 

Custodians of funds sometimes find themselves in serious difficulty, not 
because of dishonesty ox intent to sisuse ODYOKE funds, but becuse they were 
careless or rationalized the use of official finds for unapproved pw poses. 
The co-mingling of officiel and perecmel: funds is a haserd which you must 
avoid. Official funds must be kept separate under proper controls and safe- 


guards which have been conmunicated to you eleewhere. Advances of funds for 
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other than clearly authorized operational or administrative purposes is another 
source of trouble you must avoid. If there is any doubt on this store, you 
should ceble or write Headquarters for instrugtions. Exchanging funés or oo- 
taining foreign exchange at advantagecus rates ior persomal use is abother 
pitfall. Again, if the action you are taking ie aot clearly authorised by 


the regulations or epecific instrections from Headquarters, you should request 


dastruetions from Headquarters. Under no ¢ireumetences should you mbke advanca: 


of funds to yourself, whether operetional or administrative, without the spetifia 
approval of the Chief of Statiou or his designuatei representative, 

There are many other pitfall: in the handling of cash accounts, including 
nets ct aaveneee or expenses, or rebates on purchesees, but it Is not the 
purpose of this memorandum to cite them a11 or to tell you what you thould 
«io about each case. Rather, 2% ic our parpoee here to remiiml you thet any 
laxity in the safekeeping and tontrol of fumds cr eny seemingly persbaal or 
unapproved use of funds is inconsletent with the special responsibilities 
placed upon you in the necessarily unortscdox financing of KURARK oprrations 
and, therefor, can not be excused. We remind ycu again that you have been 
assigned to this position because you enjoy the trust and confidence of 
KUBARK officials. This menorandum is an extra precaution to guard against 
errors of onission or ill-advised use of officiel fumds. When in Govot, 
communicate with Headquarters for inetruetions. Generally sueh things as 
obtaining or exchanging foreige funds, cashing cf checks, emi other personal 


financial transactions cen be worked out to meet the negd of Station personnel. 
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DRAFT; VRE: job (3 Aug 04) 


Mr. John @. Doe 
Official Custodian 
Blank Station 
Dear Mr. Doe: 

After careful evaluation of your qualifications and character, you have 
been eppointed official wanes of funds at Blank Station which is a posi- 
tion of special trust. ‘The sensivive neture of tae KUBARK miseion compels 
us to utilize special financial and funding arrengements which do not in ail 
instances lend themselves to controls ncrmlly epplied to the handling of 
ODYOKE funds. The special financial euthoritier granted to KUBARK piace 
exceptional responsibilities on those whe are charged with the executica 
of these special arrangements. The standards under which we must operate in 
the conduct of our personal as well ae official activities must be exemplary. 

KUBARK publications, perticulari| | established the standards of | 
conduct applicable to employees generelly. Beceuse of your position of special 
trust you must not only adhere to the general standards stated, owt you must 
apply the strictest interpretation to prohibitions against such things as 
excessive drinking or the uee of nereoties, Ueorudent personal Finantial 
activities end the like. It is expecteé that ar official custedian cf funds 
you will not frequent gambling establishsente or engege io gambling ectivities - 
of any type or amount. 

Custodians of funds sometimes find thempelves in serious difficulty, not 
because of dishonesty or intent to misuse GDYGKE funds, but because they were . 
careless or rationalized the use of otfieial fimds for unapproved pw poses. 

The co-mingling of officiel end personal funce is a hazard which you must 
avoid. Official Punds must be kept seperate uncer proper controls and safe- 


guards which have been communicated to you elsewhere. Advances of funds for 
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other than clearly authorized operational or administrative purposes ic anothe: 
source of trouble you must avoid. If there is any doubt on this seore, you | 
should cable or write Headquarters for instructions. Exchanging funds or ap- ; 
teining foreign exchange ¢t advantagecus rates for personal use is apother | 
pitfall. Again, if the action you are taking is not clearly authorized by | 
the regulations or specific instructions from Headquarters, you should requect 
instructions from Headquarters. Under ne cireumstences should you make advance: | 
of funds to yourself, whether operational or administrative, without the specific | 
approval of the Chief of Station cr his designated representative. | 

There are many other pitfalls in the handling of cash accounts, Including 
veeunaa of advances or expenses, cr rebates on purchases, but it is pot the 
purpose of this memorandum to cite them all or to tell you what you trould 
de about each case. Rather, it ic our purpose here to remind you thet any 
laxity in the safekeeping and control of funds cr any seemingly pers¢oal or 
unapproved us@ of funds is inconsistent with the special responsibilities 


pigced upon you in the necessarily umorthodox financing of KUBARK opétraticns 


and, therefor, can not be excused. We remind you again that you heave been 
assigned to this position because you enjoy the trust and confidence of | 
KUBARK officials. This memorandum is an extra precaution to guard against | 
errors of onlssion or ill-advised use of officiel funds. When in donot, 
communicate with Headquarters for insirugtions. Generally such things as 

obtaining or exchanging foreign funds, cashing of checks, ani other personal 


financial transactions can be worked cut to meet the need of Station personnel. | 
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16 July 1964 


Mr. Bannerman: 


This is the second draft of a proposed form letter to fund custodians 
prepared by Bob Fuchs. Colonel White thinks it is an improvement and has 
more teeth than the other but he wants you and me to review this and make 
recommendations. 


Over the years most custodians of funds have proved their honesty 
and inteprity in handling Agency money and I believe that no amount of 
admonition will deter those who would deliberately steal or misuse official 
funds. The purpose of the attached memorandum, as I see it, would be to 
make sure that the honest custodians are aware of the rules regarding the 
handling of funds. If this is correct I would advise changing the tone of the 
memorandum to indicate that we have faith and confidence in these custodians 
(otherwise we should not have made them custodians in the first place) and 
to make it clear that we are not suspicious of them but are calling the rules 
to their attention so that they will not unintentionally vielate them. 


I also doubt the value of paragraph 4 in a memorandum such as this. 


regulations.) In fact, I think it might detract from the message we are 
trying to get across, 


Att: Draft Form Letter 
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DRAFT 


Dear Mru ccncvecceces: 


l, While the sensitive nature of the Agency's mission makes it 
necessary that our people generally adhere to exemplary standards of 
behavior in their private as well as their official lives, your position 
and its relationship to the safeguarding of official funds gives you a 
special responsibility in this respect. 


29X1 
2. Agency publications, particularly) ___| "Employee . 


Conduct'"', provide a comprehensive coverage of employee indiscretions 
which require corrective administrative action. However, because of 
your position of special trust as a custodian of official funds your attention 
is specifically directed to the Agency policy regarding your conduct with 
respect to the following: 


ae Gambling 


Custodians of Agency funds shall not frequent gambling 
establishments or engage in gambling activities of any 
type. 


b. Excessive drinking or the use of narcotics 


Excessive drinking,or the use of narcotics for other 
than prescribed medical reasons,will not be tolerated. 


ce Illegal, immoral or illicit activities 


Misconduct of this character which might embarrass 
the Agency or subject a custodian to compromise or to 
blackmail will not be tolerated. 


d. Imprudent personal financial activities 


An extravagant living standard or poor management of 
personal finances which necessitates becoming burdened 
with debts almost certainly will give rise to personal 
financial difficulties and must therefore be avoided, 


——— a 
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e. Co-mingling of official and personal funds or advances 
' of official funds to yourself 


The co-mingling of personal and official funds, other 
than travel advances, must be avoided, In addition, 

a principal custodian of official funds must not advance 
money to himself without the written approval and full 
knowledge of an appropriate approving official. Public 
monies must not be loaned, converted or deposited 
except as specifically allowed by Agency regulations, 


3. In recognition of the seriousness of the consequences of conduct 
such as listed above, the Agency will take appropriate disciplinary action 
when violations are reported, Supervisors will be held responsible for 
failure to act upon or report knowledge of any such indescretion or misconduct. 


4, While placing a heavier burden of responsibility on you, who have a 
position of special trust, itis realized that there are times when pressures 
may be brought to bear to effect approvals or to make disbursements which 
may not be fully justified, If an approval or a disbursement cannot be fully 
justified, there should be no hesitation in refusing to give the approval or 
to make the disbursement, If in an unusual circumstance, a superior, over 
your objections, specifically directs the disbursement of funds, your objections 
should be made a matter or record in writing and forwarded on an "eyes only" 
basis tol sé special recourse is being given you in recognition 20x 
that in your position as a custodian of official funds you have a responsibility 
for protecting resources in accordance with Agency regulations, Such 
protection will be respected and appreciated, 


=) 


5. In connection with your position as you will be bonded 
in order to afford the Agency protection against misuse of funds. It is 
therefore necessary for you to complete attached ''Financial Statement For 
Bonding Record" and return it to the Office of Finance under Zou 
indicator, The information included on the form will be treated on an eyes 
only basis. 


L. K, WHITE 
Deputy Director 
for Support 


Qed ioe 
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TAB-B 


FINANCIAL STATEMENT FOR BONDING RECORD 


e 


+ Applicant's NaMeiseecoscccscccceesccecccccnccccsesssncscsccevesseveces 


2. Home Address 


FOC CCC ROCCE REM eee DH deere rer sesrereHeeeesereseesHeeerenes 


. Grade & Salary Rout NSS Genie wile Sass ote ev arushee terol Ulu oee ae euiae 


Ww 


. Additional Annual PAC OMG T:5 arse -opate Wares eiala ins ersid sie Wid alee 4-4: disieve 6. ele eres eeu ewes 


aN 


uo 


. Statement of applicant's assets and liabilities as of 19 


ASSETS LIABILITIES 
CASE Mice wacked eb ee aad Bank Notes Payable to,.ccccsecececs Bank 
Gash ite. bedweeveviaesen. ean Notes Payable to.csss.eseeseee Bank | 


Cash on hand... ..sescceccecceee Notes payable to others......e..0.. 


Stocks and bonds (total market How is above indebtedness secured? 
value). .cceee Sia baie gio: Wie caie a.5.ieie'e los. wo. 40'e od Sore 0.0% 


Accounts Receivable.....cecoee Owing against Stocks and Bonds,.... 
Notes Receivable. ..scvcsseouce Accounts Payable. ...cecseecsecoee / 


Value of Household effects. ..c06 


ee ee ee? 


Real Estate (Give description Mortgages on real estate (if none 
and location), ..ceeo write ‘'None", .cceee 
i. Homestead. ceccscccccae Lis. rgcalSnehol chisvella dcalia wi Si aiteevona: tee caraney 
Be eae eee en eRe EES EG NG EAR ED ERLE CRA ROK RSE 

In whose name is title <o real Other liabilities in detail (if none 
estate? cc rcccccevese write "None". ...50. 


ee ay ‘ 


Other assets (in detail)... e.ccec 


i i i a a i ier as 


Ce i ee i ae i ad ee ay 


i ie oe ia ad i ie a ey 


——== = —=———— 


Total Assets. .eccccsecrese S Total Liabilities.,......e0500 $ 


6, Ave you surety or endorser upon any ond, note or other obligation, not included in : 
= yopr liabilities shown, above ?. re EC ee ee mee we cet ee een cers ect oes ‘ 
It bo, give names and amounts? 


Cr oO ee er a 


SOP Oo en rw be o eens vue aeo seem warner vs verse eeaneeeeerereresereresreresenaneesese 


wepteterrseteder cecetaeeesnae sees sees asec ee sees eens eee seeeneas cena eeenaes 

Ane there any juc, nents against you?.... cece eee cece e cece e ct eee cee cceeeseeces 

He Paani withvany law SULES 26 06.5 ececie eid bee awe slaw 855, Sle NM ecdr eG ane wie ated ade ite 
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DAT. SIGNATURE 
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